Abstract-In the last two decades, an enormous increase in empirical studies from the view of different network layer and from a variety of different networks has been seen. However ICMP traffic of Internet is ignored all along. In view of this, the contribution of this paper aims at filling such a gap in studying self-similarity and heavy-tail in ICMP traffic. Five different type DATA sets are investigated-including WAN data as well as LAN data, and including ICMPv4 data as well as ICMPv6 data. Our central results are the following: Firstly, ICMP packets arrival process is Long-Range Dependent and Self-Similar. Secondly, interarrival time for ICMP packets arrival process is Heavy-Tailed.
I. INTRODUCTION
Properly understanding the nature of Internet traffic, such as self-similarity and heavy-tail .etc, is critical in order to properly design and implement internet networks and network services [1] .
Network traffic has been extensively studied since the discovery of Long-Range Dependence and self-similarity in Ethernet traces and wide area traffic [1, 2, and 3] . Traffic at different protocol stack levels has been investigated, and self-similarity has been observed at many of these levels. It is now widely accepted that packet network traffic exhibits self-similarity over a range of time scales [4] . Some of the principle invariants discovered to date in packet traffic are summarized in Table I .
However, to the best of our knowledge, there is almost no prior work that focused on investigation about scaling phenomena in ICMP traffic. Though S´andor Moln´ar [28] claimed that ICMP seem to be short-range dependent (SRD), the result is not representative because their data sets analyzed is not representative and is not broad, which only is IP traffic between campus and INTERNET. With the desire for a more complete description of measured network traffic that is also capable of accounting for the possibility of interesting phenomena associated with network abnormality detection, this leads us to the study of differentiability, fractality and regularity of stochastic processes for ICMP traffic [21] Five different type DATA sets are investigated in order to make our conclusion to be more convenience。They include WAN data as well as LAN data, and include ICMPv4 data as well as ICMPv6 data. More detail about data sets is presented in TABLE II.
The rest of this paper is organized as follows: Section II describes our statistical analysis of the ICMP data. Testing for self-similarity from the view of Pictorial proof of self-similarity, estimation of parameter H and estimation of autocorrelation are the emphasis. In section III, we investigate distribution of interarrival time for ICMP packets. Conclusion of the paper is presented in Section IV. Discussion and future work is presented in Section V. Figure.1 (b) shows that normal ICMP packets arrival process exhibit stability and ICMP packets per time unit hold one relatively stable value.
II. SELF-SIMILARITY OF ICMP PACKETS ARRIVAL PROCESS

B. Pictorial Proof of Self-Similarity
We plot the traffic data analyzed on different time scales in Figure. Figure. 2). We observe that all plots are intuitively very "similar" to one another (in a distributional sense). I.e., ICMP traffic seems to look the same in the large (s) as in the small (ms). Figure. 2 (I)-(IV) and Figure. 2 (a')--(d') are similar to this above mentioned characters. [2, 17] , and iterative method is the following [20] . For a stationary self-similar process X={x i , i=1,2,3…n} with mean μ and variance σ 2 , it has an autocorrelation function of the form:
C. Estimation of Parameter
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Where H is Hurst parameter and x i is an observation for the number of ICMP packets per unit time at time point i. Equation (1) can be transformed to the following:
Where [22] .
We set initial H 0 =0.5.We compute 100 times using such a method, and then we take the mean of H as Hurst parameter value.
D. Estimation of Autocorrelation Function
For ICMP packets arrival process, we can define it as process X= {x i , i=1,2,3…n} with mean μ and variance σ2, and then it has an autocorrelation function of the form [22] : Where x i is one observation for ICMP packets per time unit at time point i and k is the time lag between two observations. In Equation (3), as k→∞, the R (k) of SRD streams vanish rapidly and the R (k) of LRD streams decay asymptotically as k -β . In other words, LRD can be characterized by autocorrelation function. The process is Long-Range Dependent if the autocorrelation function slowly decays with increase in the time lag between two observations, and show a rather slow convergence. Figure. 3 presents autocorrelation function estimated for four different data. ICMP traffic indicate long-term correlation because the autocorrelation function show a rather slowly decay with increase of k and show a rather slow convergence. Considering above Hurst parameter value and pictorial of self-similarity, we can make a conclusion that ICMP traffic is Long-Range Dependent., Such a conclusion is still substantiated even if this abnormal burst traffic which can reinforce self-similarity is excluded, as CAIDA 2 is done. 
III. DISTRIBUTION OF INTERARRIVAL TIME FOR ICMP PACKETS ARRIVAL PROCESS
What is related to self-similarity is heavy tailed distribution of interarrival time for traffic arrival process. In order to estimate whether interarrival time of ICMP packets arrival process is heavy tailed distribution, we plot Complementary for ICMP packets of three DATA on Log-Log scale. As is shown in Figure 4 , the x abscissa (second) is interarrival time for ICMP packets on Log 10 x scale, and the y axis represents complementary cumulative distribution function to x on Log scale [27] . It shows that interarrival time for ICMP packets from three DATA is all Heavy-Tailed. CAIDA 1 and WIDE DATA can be fitted by Weibull distribution for different parameters; however MIT WEEK1 is fitted by Pareto distribution. The parameters fitted by different distributions are shown in Figure. 4.
IV. CONCLUSION
The past two decades has seen an enormous increase in empirical studies of high-quality and high-volume data sets of traffic measurements from a variety of different data networks. It is now widely accepted that packet network traffic exhibits self-similarity over a range of time scales. However, to the best of our knowledge, there is almost no prior work that focused on investigating Self-Similar in ICMP traffic. In order to fill such a gap, five different type data sets are investigated. They include WAN data as well as LAN data, and include ICMPv4 data as well as ICMPv6 data. This paper contributes the following conclusion.
Firstly, ICMP traffic is Long-Range Dependent and Self-Similar. Pictorial proof of self-similarity, estimation of parameter H and estimation of autocorrelation function demonstrate such a same conclusion from different perspectives.
Secondly, Interarrival time for ICMP packets is Heavy-Tailed. Data analysis and fitted plot indicate such a conclusion at the same time in this paper.
Finally, investigation about scaling phenomena in ICMP traffic has been ignored all along since the ICMP traffic accounts for only 0.15%-1.8% in the IP traffic [25] . This paper fills such a gap in studying self-similarity and heavy-tail of ICMP traffic.
Note that the small proportion of ICMP is a sword with two blades. On the one hand, the nature of ICMP will not be the decisive factor to the nature of IP aggregation because the traffic value of ICMP is small. On the other hand, effectiveness of anomaly detection based on ICMP traffic will be higher also because the traffic value of ICMP is small.
At the same time, the proportion of ICMPv6 in IPv6 traffic are increasing up to 30%[16] because some new tasks are given to ICMPv6, such as Neighbor Discover etc. So the nature of ICMPv6 will have a significant impact on the nature of IPv6 aggregation. And then investigation about scaling phenomena in ICMPv6 traffic will have positive meaning to the scaling analysis and Internet traffic engineering of future IPv6 network.
V. DISCUSSION AND FUTURE WORK As above mentioned, ICMP traffic is Long-Range Dependent. Thus, feature distributions for ICMP traffic should be relatively stable in one normal network, and then Entropy also is relatively stable. Once abnormal traffic contaminates network, the changes of Entropy value will immediately reflect this contamination [23] . How to utilize the found property of ICMP traffic?
In reference [24] ， we have utilized Entropy of ICMP message types, Entropy of IP addresses in ICMP traffic and Entropy of IP packet protocols to detect anomaly. And we have obtained higher detection effectiveness by Entropy of ICMP than other ways based on the whole internet traffic, not only in compute complexity but also in the detection accuracy. This scheme is also useful for the Low-rate Denial of Service (LDoS) attack [30] .
In the future, there is considerable scope for further work, in particular how to detect abnormality in INTERNET using some characteristic traffic feature distributions in ICMP traffic. For example, Entropy of CC(Concentrated origin and concentrated destination address), CD(Concentrated origin and dispersed destination address), DC(Dispersed origin and concentrated destination address) and DD(Dispersed origin and dispersed destination address). 
